Department of Defense

DIRECTIVE

Febfuaty 26, 1996
NUMBER 5,,,. 32

ASD(C3I)

SUBJECT : Departnment of Defense Security Counterneasures ( SCM
and Po 1 ygraph Education, Training, and Program Support

References: (a) DoD Directive 5200.32, “Departnment of Defense

Security Institute (DoDSI), “ August 29, 1986
(hereby cancel ed)

(b) DoD Directive 5210.78, *“Departnent of Defense

Pol ygraph Institute (DoDPI) , “ Septenber 18, 1991
(hereby cancel ed)

(c) DoD Directive 5210.48, “DoD Pol ygraph Program -~
Decenber 24, 1984

(d) DoD Instruction 5240.5, “DoD Techni cal
Surveil | ance Counterneasures (TSCM) Survey
Program “ May 23, 1984

(e) through (i ), see enclosure 1

A. REISSUANCE AND PURPGCSE

This Directive:
1. Reissues reference (a)
2. Replaces reference (b) .

3. Establishes policy and assigns responsibilities on DoD SCM
and pol ygraph education, training, and program support.

B. APPLI CABILITY AND SCOPE

This Directive:

1. Applies to the Ofice of the Secretary of Defense, the
Mlitary Departnents, the Chairman of the Joint Chiefs of Staff,
the Unified Conbatant Commands, the Inspector General of the
Depart ment of Defense, the Defense Agencies, and the DoD Field
Activities (hereafter referred to collectively as “the DoD
Conponents” ) .

2. Applies to contractors and their personnel.



3. Assigns education, training, and other functions
supporting DoD SCM prograns and DoD Directive 5210.48 (reference
(c)). This includes managenent of all technical security
training, including DoD technical surveillance counterneasures
(TSCM) training consistent with DoD Instruction 5240.5 (reference
(d)), conducted by or for the Interagency Training Center (ITC)
tralnlng activity and for related DoD training conducted
el sewhere and training activities and functions available to
contractors and contractor enployees.

C. DEFI N TI ONS

1. Focal Point. A DoD Conponent-designated responsibility
under this Directive to nonitor existing and proposed education
and/or training courses, semnars, conferences, or materials,
havi ng rel evance to a particular SCNIdiscipIine, eval uating the
quality of such courses or materials, and reconmending to the
Assi stant Secretary of Defense for Command, Control,

Communi cations, and Intelligence (AsSD(C3I)), through the Security
Educati on Advisory Group (SEAG), those courses and/or materials
that the focal point believes should be included in the nmaster
data base to be maintained by the Departnent of Defense Security
Institute (DobSI) . A focal point shall also identify to the
ASD(C3I), through the SEAG, those instances where quality
education and/or training courses are required, but are not
avai l abl e, and nmake recommendati ons concerning the nature and
content of education and/or training courses needed to fulfill
requirenents.

2. Professional Devel opnent. Those aspects of career
devel opnent concerned wth the education and training of
I ndividuals to inprove their performance in given positions and
specialties.

3. Security Counterneasures (SCM. Those activities required
to detect, deter, or prevent espionage, sabotage, theft, and
unaut hori zed use of classified information, systens, or nateri al
as well as the physical protection of DoD personnel and ot her

val uabl e assets.

4. Security Counterneasures (SCM Education and Trai ning.
Those formal activities, products, and services intended to
create or enhance the know edge or skills of persons, or raise
their level of notivation, performance, or awareness wth respect
to the protection of classified information, systens, or material
as well as the physical protection of DoD personnel and ot her
val uabl e assets.

5. Technical Security. The SCM i.e., technical surveillance
count erneasures, information systens security, and counter-
signals intelligence, that operate against unauthorized intercept
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of unencrypted information during preparation or transm ssion and
that use electronic and electro-mechanical devices to safeguard
classified or controlled information and naterial.

D. POLICY
It is DoD policy that:

1. Uniform standardized, effective, and cost-efficient
education and training prograns shall be established and
mai ntai ned to neet national and DoD-1evel SCM objectives and both
near—-term and | ong-term professional devel opnent requirenents of
DoD civilian, mlitary, and contractor personnel charged with the
execution of SCM responsibilities.

2. DoDsI shall function as the primary resource for DoD SCM
education, training, and professional devel opnent support. Were
a DoD Conponent is assigned focal point responsibility for
education and training for a particular SCM program the nature
and extent of support to be provided by the popsi shall be
determ ned by the AsD(c3I) in coordination with the focal point.
DoDSI shall establish and maintain a listing of recommended SCM
education and training courses and materials that will be
provided to DoD Conponents, DoD contractors, and other Federal
Agenci es upon request.

3. The DoD Pol ygraph Institute (pobpI) shall function as the
sol e source for basic and advanced psychophysi ol ogi cal detection
of deception (pDD) education and training for DoD pol ygraph
exam ners and shall conduct an aggressive research programto
ensure that the DoD PDD Program of Instruction takes advantage of
the | atest techniques and technol ogy. DoDPI may support ot her
Federal Agencies on either a reimbursable or space avail able
basi s.

4. Focal points designated under this Drective shall nonitor
and review education, training, and professional devel opnent
courses and materials available in their respective areas of
responsibility, and recommend to the SEAG t hose courses and
materials they believe should be adopted for use by the DoD
Conponents. Wiere a need for education and training support
exi sts, but no courses and materials are currently avail abl e,
focal points shall develop and submt to the SEAG recommendati ons

for proposed courses and nmaterials to neet requirenents.

E. RESPONSI BI LI TIES

1. The Assistant Secretary of Defense for Command, Control,
Communi cations, and Intelligence shall:

a. Oversee DoD SCM and pol ygraph education, training, and
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prof essi onal devel opnent prograns to ensure that such prograns

focus on essential needs, avoid inefficiency and unwarranted ~
redundancy, pronote cooperation and nmutual support, and recognize
assigned authorities and responsibilities.

b. Have authority, direction, and control of the DoDSI and
the DoDPl and ensure that these activities operate efficiently
and that appropriate managenent safeguards are in place to
prevent fraud, waste, and abuse.

c. Oversee and manage the activities of the ITC including
technical security training, research, operations, and program
support. Technical security training responsibilities should be
exercised wth the coordination and participation of the U S
Intelligence and SCM conmuniti es.

d. Ensure that the Director, Defense Investigative Service
(DIS), provides the DoDSI, ITC and the DoDPI W th funding
approved by the asp(c31) and includes the DoDSI and DoDPI annual
degets as separate line itens in the DI S budget and financi al
pl an.

e. Serve as approval authority for requests for DoDSI
services or products above and beyond those covered by the
current DoDSI budget allocation and, consistent with DoD 7220.9-M
and DoD 7000. 14-R (references (e) and (f)), and establish such -
rei nbursabl e authority and agreenents as nmay be required to
permt DoDSI to accept and obligate funds necessary to fulfill
ASD( C31) - approved requests.

f. Appoint the Chair, Joint Visual Information SCM Revi ew
Board, established under DoD Directive 5040.2 (reference (Q))

g. Establish, and appoint the Chair of, a DoDPI Advisory
Comm ttee consisting of the Polygraph Program Managers of the DoD
Conponents and, as appropriate, other Federal Agencies. The
commttee shall neet at |east annually to provide advice and
assi stance to the Director, DoDPI, On ongoing or proposed
pol ygraph projects and other matters pertinent to the effective
operation of the DoDPI.

h. Establish a SEAG, consisting of representatives from
t he DoD Conponents and, as appropriate, other Federal Agencies.
This group wll neet at |least biannually and will serve as the
DoD forum for the discussion of SCM education, training and
prof essi onal devel opnent support requirenents. SEAG wor ki ng
groups and additional custonmer advisory bodies nmay be established
as needed. Refer to DoD Directive 5105.4 (reference (h)) for
gui dance relating to advisory commttees including individuals
who are not full-time enpl oyees of the Federal CGovernnent. ~—
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I. Approve and publish DoD Instructions and Publications,
as necessary, to guide and direct DoD SCM security education,
training, and career devel opnent activities.

j. Encourage |iaison anong the DoD Conponents wth SCM
security education and training responsibilities and ot her DoD
Conponents; industry; professional associations; academ a;
Federal, State, and |ocal governnent organi zations; and
I nternational organizations. The purpose of such liaisonis to
share information that nmay be of use in inplenenting or inproving
DoD SCM education, training, and professional devel opnent
prograns. |If liaison includes establishing advisory commttees,
| ncl udi ng i ndividuals who are not full-tinme enpl oyees of the
Federal Governnent, refer to DoD Directive 5105.4 (reference (h))
for gui dance.

k. Establish policies and procedures on DoD SCM security
education and training support to Federal, State, and | ocal
agencies and to foreign governnents.

1. Ensure that the Director, Defense Intelligence Agency,
serves as the focal point for sensitive conpartnented information
security education and training.

2. The Under Secretary of Defense for Acquisition and
Technol ogy shall ensure that the Director, Defense Logistics
Agency, provides requisite admnistrative support for DoDSI's
operations at the Defense Ceneral Supply Center, Ri chnond, VA
Such support shall be provided on a reinbursable basis in
accordance wth DoD Instruction 4000.19 (reference (i) )

3. The Under Secretary of Defense for Personnel and Readi ness
shal | provide conputer programm ng and anal ysis resources at the
Def ense Manpower Data Center to support the Dobsi, | TC, and
DoDPI , as required, subject to availability of such resources or
rei mbursenent from the requesting agency.

4, The Under Secretary of Defense for Policy shall serve as
the focal point for iInternational prograns and special access
program security education, training, and professional
devel opnent .

5. The Secretary of the Arny shall:

a. Serve as the focal point for physical security
education and training.

b. Provide such facility, administrative, logistic, and
practical exam nation support as may be required to support the
DoDPI m SSi on.



6. The Director, National Security Agency, shall serve as the
focal point for DoD comruni cations security, cryptologic
security, and, information systens security education and
t raini ng.

/. The Inspector Ceneral of the Departnent of Defense shall
serve as the focal point, in coordination with the asp(c31), for
pol ygraph education and training as it applies to the
| nvestigation of crimnal cases.

8. The Heads of the DoD Conponents shall:

a. Advise the asp(c31) of current and projected
requi renents for SCM education and training support.

b. Establish and nmaintain professional devel opnent
prograns to neet both the near-termand | ong-termrequirenents of
civilian and mlitary personnel charged with the execution of SCM
responsibilities

c. Provide resources to support their respective requests
for SCM education and training products and services over and
above those funded for in the responsi ble Conponent or DoD
activity current budget allocation.

d. Wthin statutory and operational requirenents governing
crimnal and other investigations, nmake avail able to the DoDPI
all records, case files, and quality control information as
required by the DobPI to acconplish its m ssion.

F. EFFECTI VE DATE

This Directive is effective imediately.

John P. te
Deputy Secretary of Defense

Encl osur e
Ref er ences
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REFERENCES, conti nued

DoD 7220.9-M “Departnent of Defense Accounting Mnual,
February 1988, authorized by DoD Instruction 7220.9, Cctober
22, 1981

DoD 7000. 14-R, “Departnent of Defense Financial Managenent
Regul ation, ” March 1993, authorized by DoD Instruction

7000. 14, Novenber 15, 1992

DoD Directive 5040.2, “Visual Information, " Decenber 7, 1987
DoD Directive 5105.4, “Department of Defense Federal

Advi sory Conm ttee Managenent Prograns, " Septenber 5, 1989
DoD Instruction, 4000.19, “Interservice, |nterdepartnental,
and | nteragency Support, " April 15, 1992



